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1o NpopuIaAKTUKE NMPECTYIVICHUH, COBEPIIAEMBbIX C
HCIO0JIb30BAHUEM HH(OPMANMOHHO-TEJIEKOMMYHUKAIITMOHHBIX
TeXHOJIOTHM.

Hau0oJ1ee pacnpocTpaHeHHbIE CIOCOOBI TUCTAHIIMOHHBIX
MOILIEHHUYECTB.

Kak He cTaTh KepTBOM MOILIEHHUYECTBA.
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AHanmM3  KpUMHHOTEHHOW  OOCTAaHOBKM Ha  TEPPUTOPUU  OOIaCTH
CBUJETENBCTBYET 00 yBenuueHuu B 2024 rojly KOJIMUYECTBA 3apPETUCTPUPOBAHHBIX
NPECTYIJICHUH,  COBEPIICHHBIX  C  HMCIOJIb30BaHUEM  HH(OpMaAIMOHHO-
TEJIEKOMMYHUKAIITMOHHBIX ~ TexHosiorud  (mamee —  UTT), cHwkeHuu
UX PACKPBIBAEMOCTH.

B 2024 rony Ha tepputopun BaHOBCKOM 00J1acTH 3aperucTpupoBaHo 4352

NPECTYIJICHUSI,  COBEPUICHHBIX  C  KCHOJb30BaHHEM  HWH(OpPMAIMOHHO-
TEJICKOMMYHUKAIITMOHHBIX TEXHOJIOTUH. s o011ero KOJINYECTBA
3apPErUCTPUPOBAHHBIX MPECTYIUICHU N COCTAaBJISIFOT MOIIIEHHAYECTBA

(ct. 159 YK P®) — 2114, HenpaBoMepHBIil AOCTYI K KOMIIBIOTEPHON MH(OpMaLUn
(ct. 272 YK P®) — 374.

[log KuOEpHpPEeCTYNMHOCTbIO TMOHHUMAETCS HE3aKOHHAas JESTENbHOCTb,
B paMKax KOTOPOW AaTakylOTCS KOMIIBIOTEPHBIE CETH, CMapT(OHBI U Jpyrue
ycTtpoicTBa. Hanbonee yacTelii MOTUB — moydeHue GpuHaHcoBoi mpuObuin. Jliis
3TOTO 3JI0YMBIIUIEHHUKH HUCIOJIb3YIOT HE TOJNBKO MH(OPMALMOHHBIE TEXHOJIOTHUH,
HO M METOJbl COIMAIIbHOM MH)KEHEPHUH, KOTJa 4YeJOBEK NOOPOBOJIBHO MEpenaeT
KOH(QUICHIIMAJIbHBIE JTaHHBIE WM IEPEBOIUT CBOM cOepexeHus. Kpome Toro,
LENbI0 KHOepaTak MOXET OBbITh BbIBEJACHHE KOMIIBIOTEPOB WM CETEHN U3 CTPOsS —
U3 JIUYHBIX, KOMMEPYECKUX WU MOJIUTUYECKUX MOOYXKACHUM.

[ToTepneBmMMHE OT KHOEPIPECTYIUICHUN SIBISIFOTCS IpakJaHe aOCOIIOTHO
BCEX KaTEeropHii, BKIIOYas KaK COLMAIbHO-HE3AIIMIIEHHbBIE CJIOM HACEJICHUs
(MHBaNMabl, TIEHCMOHEPHI, HECOBEPLICHHOJIETHUE), TaK W JIIOAU, 3aHUMAIOIIHE
PYKOBOJSILKE IOCTHI B OpraHU3alusax (MpeanpHusITHsIX) Bcex GopM COOCTBEHHOCTH.

3710yMBILITIEHHUKAMHU UCIIOJIb3YIOTCS M30LLPEHHbBIE CIOCOOBI
«BBIMAHMBAS» JICHEKHBIX CPEACTB,  JUII YEro MCHOJb3YIOTCS pa3InyHbIe
«JIETeH/Ib», MOCPEACTBOM H3JIOKEHUS KOTOPBIX OKa3bIBAETCS MCUXOJIOTHYECKOEe
BO3JICCTBHE Ha TPaXJaH, KOTOPbIE MOJ €ro BO3JECWCTBUEM BBINOJHSAIOT BCE
KOMAaH/1bl 3JI0yMBIIJICHHUKOB. MHOTHME U3 MOTEPHEBIIMX B JAJbHEWIIEM B XOJI€
OOIIEHHUsST C COTPYJHUKAMU IPABOOXPAHUTENBHBIX OPraHOB COOOILAIOT, YTO
JEHCTBOBANIM «IOJI TUITHO30M», B Pe3yJibTaTe MPO(PECCHOHANIbHON MAaHUIYJISALNN
CO CTOPOHBI IPECTYITHUKOB.

B xozne coBepieHHs IpecTyIUIEHUI 3I0YMBIIUIEHHUKHU UCIIONb3YIOT 3BOHKH
C  HOMEpPOB, BHU3yaJIbHO  MNPUOMIDKEHHBIX K  HOMepam  TenedOHOB
IPABOOXPAHUTENbHBIX OPraHOB, CIY»0 OAHKOB (HallprMep 3BOHKH B MECCEHIKepax
c HoMmepa + 900, Torma kak odunuanbHeli HoMmep Co6epa 900 u T.1.),
MPEACTABIIAIOTCSA OPUIUATBHBIMU JIULIAMHU.

Haubosiee pacnpocTpaHeHHBIMHM CHOCO0AMHM  NPeCTYIUIEHMH  Ha
CeroHSIIIHUI IeHb SBJISIIOTCH:

1. CMC ot paboronaTens.

[ToTepneBiieMy MOCTYNaeT cMC COOOIIEHUE WM COOOIIEHNE B MECCEHIKEPE
0T paboToaaTessi 0 TOM, YTO C HUM B Ourkaiiiiee Bpemst cBskeTcst coTpyaHuk OCh
WIA WHOW OpraHu3alluy, CIeAyeT C HUM MOOOIIAThCS.
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[locne sToro morepmeBlIEMY 3BOHUT COTPYJIHHUK C HMMEHEM YKa3aHHBIM
PYKOBOAMTENIEM M COOOIIAET O TMOMbITKaX IMEpeBo/ia JUYHBIX COEpEeKeHU
Ha UHOCTpaHHbIE cueTa, GPMHAHCUPOBAHUE TEPPOPU3MA U T.II.

B nensix mpeceyeHuss MPECTYNHBIX ONEpaldid MOTEPIEBIIETO0 YOEKIarOT
npepBaTh TPaH3aKIMKU MyTEeM MepeBOAa ACHET (JUYHBIX HAKOIUICHUH WU MyTeM
B3STHSI KpEUTA) HA CUET, YKa3aHHBIN 37I0YMBIIIJICHHUKAMH.

2. 310yMBIIIIEHHUKY TIPOAAIOT Barry KBapTupy wiv MaluHy.

3BOHUBIIIME MPEICTABISIIOTCS MPEICTABUTEISAMU CIY>KObl 0€30MacHOCTH
KoMMepdeckoro  Oanka, [Toc. ycmyr, IleHTpamsHoro  Oanka  nmbO
PABOOXPAHUTEIHFHOTO OpPraHa.

Coo01atoT 0 TOM, 4TO MEPCOHATIbHBIE JaHHBIE C JUYHOIO KaOWHETa YTEKIIU
U Tenephb MPECTYIMHUKH MOTYT OT Bamero mMeHu mpojaTh KBapTHUPY, MAIIHUHY,
UCIOJIB3YS 3JIEKTPOHHOU(PPOBYIO MOIHUCH.

B mensx 3ammrThl UMyIIecTBa CIEAYeT CPOYHO €ro MpojaTh, MMEPEBECTU
JICHbI'Y HA «3alllMIICHHBIN KaHa», «OE30MACHBIN CUET», «PE3EPBHYIO SUCHKYY.

3. IlepeBop neHer Ha «0e30MacHbIA CUETY.

3BOHUBIINE  MPEJACTABISIIOTCS  JUOO  MPENCTABUTEISIMH  CIIY>KOBI
Oe3zomacHOCTH  KOomMMepueckoro  0Oanka,  lLlenTpampHoro  Ganka 0o
IPaBOOXPAHUTEIHFHOTO OpPraHa W COOOIIAIOT, YTO MOUICHHUKH C UCIIOJIb30BAHUEM
MIEPCOHANBHBIX JAHHBIX MOTEPIEBIIETO 0QOPMIISIOT KPEAUTHI B Pa3IMUHBIX OaHKaxX
U s TOro, YTOOBI MPENOTBPATUTH XWIIEHHE JIeHEer ¢ OaHKOBCKOTO cueTa
HEOOXOMMO JINYHBbIE COEPEKEHUs CPOYHO TEPEBECTH HA «OE30TacHBIE CUETay.
B xone manpHeiniero oOIIeHUs] MOTEPIHEBIIEMY COOOIIAIOT O HEOOXOIUMOCTH
oopmileHus: KPEAUTOB U UX NepeBoja. Taxke 3aperucTpUpPOBAHBI CIIy4an MPOIaKH
HEABM>KUMOCTH U NIEPEBOJAa MOLICHHUKAM BBIPYUYEHHBIX CPECTB.

CnenyeT OTMETHUTb, YTO OOIIEHHE MOTEPIEBILIETO CO 3J0YMBIIIICHHUKAMH
SBIISIETCS JUIMTEIBHBIM, B HEKOTOPBIX CIy4yasX OCYIIECTBIISIETCS B TEUYCHUE
HECKOJIbKMX MECSIIEB, UCIOJIb3yeTCsl Kak TeledOoHHast CBsI3b, TaK U OOIEHUE
nocpencTsoM MecceHkepoB (Barcam, Baitbep, Tenerpam u 1.1.),

Kpome Toro, ciemyer MOMHUTH, YTO «O€30MacCHBIX CYETOB» HE CYIIECTBYET,
a npencrasurenu LlenTpansHoro banka He oCylIECTBISIIOT paboTy ¢ PU3NYECKUMU
JUIIAMH.

4. 3BOHOK 3JIOYMBINIJICHHUKA TIOJT BUIOM MOOUIIBHBIX OTIEPaTOPOB, KOTOPHIE
COOOIIAIOT, YTO CPOK JEHCTBHUS BaIlel CUM-KapThl UCTEK JTUOO MCTEKAaeT, a s
€ro MpoJjIeHUsT HEOOXOAMMO COOOIIUTHh KOJ, KOTOPBIM MOCTYNHUT B CMC JIHMOO
MIPOMTH IO CChUIKE, MHAYE CUM-KapTa OyeT 3a0J0KUpOBaHa,

BaxxHo 3HaTh, UTO Yy CUM-KapThl HET CpPOKa ACHCTBUSI, COTOBBIE ONEPaTOPhI
NEPEBBIMTYCKAIOT CUM-KapThl TOJBKO MO Mpoch0e MOTpeduTeneil B ciydae
bu3MYecKoro u3HOCa, MOTEPH, HEOOXOAUMOCTH ApYyroro dhopmara.

BrinonauB TpeGoBaHMS MOIIEHHUKOB M COOOITUB KOJI U3 CMC, JIMOO MPOMIs
1o cchlIke Bbl oTHaeTe B pyKH 31I0yMBIIIJIEHHUKOB JOCTYI B CBOM JINYHBIA KAOMHET
Ha caiiTe omepaTopa CBSI3U, IIOCIE YEro MOIICHHUKH HMEIOT BO3MOXHOCTH
yCTaHaBJIMBATh Mepeaapecalnio COOOUIEHNI Ha HY>KHBIA UM HOMEp, YTO MO3BOJIUT
CMEHUTH NapoJib OT MOOMIJIBHOTO OaHKA U MOXUTHUTh JIEHEKHBIE CPEACTBA.



4

Bropass pasHOBUIHOCTb TAKUX MNPECTYIUICHUW - IOJIYYEHUE B PE3ysbTaTe
COOOILIEHUST KOoJa M3 CMC JOCTyla K aKKayHTy «rOCYCIyr», JallbHEWIIee
oopmileHHE 3aBOK Ha KPEIUThI B OaHKAX, MOJYyYEHUE K IEPCOHAIBHBIM JAHHBIM,
TaKUM KaK CBEICHHUA O JI0X0/1aX, HATU4YMe OAaHKOBCKUX CUETOB U T.J.

5. B3nmom nub0 KONMMpOBaHWE aKKayHTa IOJb30BATENsI B MECCEHIKEpax
Barcai, BauOep, TellerpamMM, COLMAIbHBIX CETed BKOHTAKTe W JaJIbHEWIIEe
HaIlpaBJIEHUE CT€HEPUPOBAHHBIX HCKYCCTBEHHBIM HMHTEIUIEKTOM (HEHpPOCETHIO)
TOJIOCOBBIX COOOILEHUI OT MIMEHHU MOTEPHEBUIEr0, KOTOPOE MOTHOCTHIO KOMUPYET
€ro roJjioC, WCIOJIb3ys IPHU 3TOM paHEee OTIPABICHHBIE COOOIIECHUS BIIAJEIbLA
akkayHTa. Jlamee Mo TUMUYHOM cXeMe — Mpockda OJOJKUTH B3alMbI, (OTO
OaHKOBCKOW KapThl Ui IEPEBOJIA ICHEKHBIX CPEACTB.

B naHHONl cuTyanuum BaxXHO YOEAUTbCS, YTO OOIIEHHE MPOUCXOIUT
CO 3HAaKOMBIM IIyTEM 3BOHKa 10 MoOuibHOU cetu. CrenaB 310, Bbl oOe3omacute
ce0s ¥ IpeIynpeaAnTe 3HAKOMOTO O TOM, YTO OT €r0 UMEHU JEHCTBYIOT MOLICHHUKH.

Jliig Toro, 4ToOBl HE MOTEPATHh KOHTPOJb HaJ Bammm akkayHTOM HUKOTIa
HE I[IEPEXOJUTE IO HE3HAKOMBIM CCBUIKAM, HE CKauMBalTe MPOrpaMMBbI
U3  HEMOATBEP)KIEHHBIX  HMCTOYHUKOB,  HUCIOJNB3YyHTE  JIBYX(AKTOPHYIO
ayTeHTU(PUKauuio Bammx akkayHTOB.

bynpre MakCcMMagbHO BHHUMATEINBHBI, ITOCKOJIBKY CIEAYIOIIMM 3TaloM
WCIIOJIB30BaHUsI MCKYCCTBEHHOI'O HMHTEJIUIEKTa MOXKET SBUTbCA TEeHEpanus
BUJIEOM300paKEHNI U PACCHUIKA BHJIEO COOOIIEHHM OT MMEHU POJHBIX, KOJUIET,
3HAKOMBIX H T.JI.

6. XulieHue AeHEeKHbIX CPEACTB uepe3 cucremy ObicTphix miarexen (CBII).

Hanpumep, mokynaTesnb Ha calTe OCTaBisieT 3asiBKy Ha HpHOOpeTeHHe
TOBapa, €My IMOCTYNaeT 3BOHOK SIKOObI OT COTPYJHMKAa MarasuHa, Mpeajaraercs
CKHJIKa Ha TOBAp, HO TOJIbKO IpH ycioBuu oriatel yepe3 ChIT win QR-kox. danee
3JIOYMBILJICHHUK IIPUCBUIAET B MECCEHDKEP CCBUIKY, BEAYINYIO HAa CTpPaHULy C
dopmoii omnatel Mo QR-koxy. Tlokymarens moaTBEpkKAAaeT IJIATEX U JICHEKHBIC
CPEACTBA IIOCTYNAIOT HA CUET MOLLICHHMKA.

BaxxHo B TakoW CHUTyallMd CBSI3aThCS CO CIY>KOOM MOANEPKKU OHJIAH-
MarasuHa, 4yepe3 o(pUIHaIbHbIN CalT WK NpuiioxeHue. He coxpaHsaTh A omiaThl
B JIMYHBIX KaOMHETax OAaHKOBCKUE KAPThI, P BO3MOKHOCTHU 3aBEAUTE OTIACIBHYIO
KapTy JUIs OILIATHI ITOKYIIOK OHJIAKH.

7. 3apaboTok Ha OupkKe, 3aMaHMBAHKE MPUOBUTLHBIMU UHBECTULIUSIMH.

[Ipecrynaukamu B cetn MHTEpHET co3qaeTcs MakCHMaJIbHAash BUIAUMOCTb,
4YTO OOUIEHUE MPOUCXOJUT C TNPEICTABUTENAMH KPYHHBIX HWHBECTUIIMOHHBIX
IUIOMIAJIOK, UX CAMThl UMEIOT BUJUMOE CXOJCTBO ¢ OAHKOBCKMMHM OpraHU3alUsIMU
(manmpumep, 'aznpomunBectunnu, PBK-unBectuinu, T-bankunBectuimu u T.1.),
Ha3HayaeTcs JIMYHbIA Opokep, 00IIEeHHE ¢ KOTOPhIM MOYKET OCYILIECTBISATHCS Jaxe
MOCPEACTBOM BUIE03BOHKOB. [0 MX pyKOBOACTBOM CO3/a€TCsl JIMYHBIM KaOUHET
Ha TOPrOBOM IUJIOLIAAKE, B KOTOPOM OTOOPa)KalOTCS BCE BHECEHHBIC JICHEKHbBIC
CpencTBa, u mpuObLIb. OTHAKO UX JANbHEUIITNI BBIBOJ HEBO3MOXKEH.

8. Cxema «Bai poacteennuk nonai B JITID».
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Haubosnee noasepxeHbl JAHHOMY BHY MPECTYIUICHUH TOKUJIbIE TPaXaaHe.
37OYMBIIIJIEHHUK TPEACTABIAETCS JUOO POJCTBEHHUKOM IIOTEPIIEBLIETO, MO0
MPEACTABUTENIEM  IPABOOXPAHUTENBHOTO  opraHa. B Xome  pas3roBopa
C TMOTEpPHEBIIMM COOOIIAeT, dYTO JUIi OCBOOOXKIEHUS OT  YrOJIOBHOM
OTBETCTBEHHOCTH M HaKa3aHWs B BUE JIMIICHHUS CBOOOJBI CPOYHO HEOOXOIMMO
nepenarb JACHEeXHble cpenactsa. Jlamee mnorepneBmui, Oyay4d BBEICHHBIM
B 3a0JIy’KI€HUM U HAaXOJACh B CTPECCOBOM CHUTYyallMH, ACHCTBYET MO yKa3aHUSIM
MOIIIEHHUKA, JIEHEKHbIE CPEICTBAa MEPEeBOAMUT JIMOO Ha yKa3aHHbBIE cUeTa, OO
NEPENAET KKypbEPAM.

Crout eme pa3 oOpaTuTh BHUMAaHHE, YTO >KEPTBOM KHOEPMOIICHHHKOB
MOKET CTaTh KaXK]IbIi, BHE 3aBUCUMOCTH OT BO3pacTa, 00pa30BaHMUsl, COLIMAIBHOTO
HOJIOKEHUS U Npouyux paxTopos. [IpuynHa B TOM, YTO MOIIEHHUKH BO3JAECUCTBYIOT
Ha OMOLHMH YEJIOBEKAa, a COBPEMEHHBbIE TEXHOJOTHH IO3BOJIIIOT CHEIaTh
UCIOJIb3YEMbIE TPUEMbBI MAKCUMAJIbHO MPaBI0ONOJO0OHBIMU.

OnHako MPOTHBOCTOSATH UM MOJKHO, JUISL 3TOTO CIEAYET MPUIEPKUBATHCS
psiia IpOCTHIX MPaBUIL:

. Huxomy u HHKOrJa HE COOOLIAWTE CBOM NACHOPTHHIE JdaHHbBIC
¥ (UHAHCOBBIE CBEIEHHMS: JAHHbIC KapThl W €€ BIIAJEIbla, TPEX3HAUHBIA KO
C OOpaTHOW CTOPOHBI KapThl WM cMC-KOA. COTpYJIHUKM OAHKOB M TOCCTPYKTYD
HUKOI/Ia HE 3alpalllMBalOT TAKYI0 HH(OPMAIIHIO.

2. He myOnukyiiTe KOHQUACHIMAIbHBIE TAHHBIE B COLICETSAX U HA KAKUX-JIH00
cauTax.

3. He XpaHute naHHbIe KapT U MUH-KOJbI HA KOMIIBIOTEPE WJIK B CMapT(HOHE.

4. Ecium Cc HEW3BECTHOTO HOMEpa 3BOHUT COTPYIOHUK OaHKa,
IIPAaBOOXPAHUTENIBHBIX ~ OPraHoB  WJIM  TOCYJapCTBEHHOM  OpraHu3anuu
C COMHHUTENBHBIM NpPEIJIOKEHHEM (HampuMep, COOOIEHUEM O TONBITKE
oopmileHuss KpeauTa WIM MOJO3PUTENbHOM omepauuu OT Bamiero umenw,
oOeIlIaHueM BBICOKOTO J10XOa 10 BKJIa1y, MPEIJIOKEHUEM MTEPEBECTH CPEACTBA Ha
CHEIUAIbHBIA CYET W T.J.) WU O TenedOoHy 3almyruBalOT U TPEOYIOT OBICTPHIX
nercTBul ¢ huHaHCAMU, MTOJI0KUTE TPYOKY.

5. Ecnu nono3peBaere, 4TO BaM 3BOHUT MOIIEHHHUK, IEPE3BOHUTE B OaHK UJIH
B KOHTaKT-LIEHTP BEJOMCTBA, COTPYIHUKOM KOTOPOTO MPEACTABISICS 3BOHSIIUH.

6. He ucnosp3yiite CIMIIKOM NPOCTHIE MAPOIH, a TAKXKE OJMHAKOBBIE MAPOIU
JUTSL pa3HbIX YYETHBIX 3aIKCei.

7. 3amMinanTe CBOM aKKayHThl C MOMOIIbIO JIBYX3TalTHOW ayTeHTHU(UKALIUU
B TEXHUYECKUX CEpBHUCAX, TJ€ 3TO BO3MOXHO. B Takom ciydyae MOIIEHHUKU
HE CMOTYT MOJYYNUTh K HUM JIOCTYII, JAX€E €CJIM Y3HAIOT Mapoib.

8. CoBepIaiiTe NOKYNKA B MHTEPHET-MAara3uHax TOJBKO Ha MPOBEPEHHBIX
caiitax. CpaBHHBalTE aJjpeca CaTOB, TaK KakK B aJpecax MOXKET OTINYAThCS OJIHA
OyKBa UM TOYKA.

9. Hukorja He BBOAMTE JIMYHbIE M (PUHAHCOBBIE JAHHBIC HA COMHHUTEIbHBIX
caiiTax W HE MEepPeXOJUTe MO CChUIKAM W3 MOAO3PUTEIBHBIX IMHUCEM, KOTOpHIE
MpEeIaraloT, HANpUMEpP, MPOUTH OMPOC, MPOTOJOCOBAaTh WM IMOIYYUTh KAaKYIO-
100 BBITLIATY.
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Ecnu ke cpencTBa yxke nepeBecHbI MOIIICHHUKAM

1. HememineHHo 3a0lokupyidTe KapTy C IIOMOIIBIO MOOMJIBHOTO
MPWIOKCHUS, TUIHOTO KAaOMHETa Ha caliTe 0aHKa WIIM Yepe3 KOHTAKT-IICHTP OaHKa
1o Tenedony.

2. B TeyeHue cyTok mociie mOJydeHHS COOOMICHUS O CIIMCAHUH CPEACTB
HAITMIITUTE 3asBJICHNE B OTICICHUU O0aHKa O HECOTJIACHH C OTepalueii U BO3BpaTe
JIEHEKHBIX CPEACTB. Takke 00paTUTECh C 3asiBICHUEM O XHUIIICHUH JIEHET B JIF000E
OT/JCJICHHUE MOJIMIIHH.

CoBpeMEHHBI# MHP W TEXHOJIOTHH HE TOJIBKO JapsAT HaM OECKOHEYHBIN
JOCTYI K MH(POPMAIUK, HO M JKIyT OT HAC YMEHHUS UMU TOJIb30BaThes. Pa3zButne
KPUTHYCCKOTO MBIIUICHHS, COOJIOJCHUE IPOCTBIX MPaBWI HHGOPMAIIMOHHON
TUTHEHBI, OJTUTEIILHOCTD M 3a00Ta 00 OKPYKAOIIUX MOMOTYT U30€KaTh Mpo0IeM 1
HE CTaTh )KEPTBOU KHOESPMOIIICHHUKOB.

Mertoauyeckue PEeKOMEHIAIMK TOATOTOBICHBI YIpPaBICHUEM I10 HAJ30py
3a  YrOJIOBHO-TIPOIIECCYaTbHOM ¥ OINEPAaTHUBHO-PA3bICKHOM  JIEATEIIBHOCTHIO
MIPOKYpaTyphl 00JIACTH.



